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This Document is a follow up to “Server Certificate Enabling for Microsoft Internet
Information Server 5.0 Step 1: Generating a Key Pair and Requesting a Certificate.” It
details how to obtain and install a PKI server certificate as well as how to make the web
server secure (https).

Obtaining/Installing a PKI Server Certificate

1. Obtaining and Installing Certificate/Trusted Chains Page 3
2. Installing PKI Certificate/Setting up SSL Page 8
3. Installing the Root Certificate Authority Page 13
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1. Obtaining/Installing the Certificate.
a) Open a web browser window this can either be Internet Explorer or

b) Go to site https://ca-3.c3pki.chamb.disa.mil and the following page will

c) Select Manual under Server Enrolimen

ncated on the left side pane).
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Manual User Enrollment

Use this form to submit a request for a personal certificate. After you click the Submit button, your request will be
submitted to an issuing agent for approval. When an issuing agent has approved your request you will receive the
certificate in email, along with instructions for installing it.

Important: Be sure to request your certificate on the same computer on which you plan to use the certificate.

User's Identity

Enter values for the fields you want to have in your certificate. Your site may require you to fill in certain fields,
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PKCS #10 Request
Paste the PKCS #10 request into this text area.

Country:

Use this farm to submit a request for a server certificate. You must submit 3 PKCS #10 request. If you have a Netscape
server, create a PKCS#10 request by using the Netscape Administration Server instance associated with the server for which
you are requesting the certificate. In the Netscape Administration Server forms, choose Encryption, then Reguest Server
Certificate.

If you are not using a Netscape server, follow the appropriate steps to generate a PKCS #10 request with the server you
have,

after you click the Submit button, your request will be submitted to an issuing agent for approval. You will receive the
certificate in email when it has been approved.

o=l

d) Server Certificate Enrollment page will appear.
e) Click on Retrieval.

Certificate Manager

Server Administrator Contact Information

Name:
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f) List Certificates page will appear

g) Enter the CSN from the email you received into both boes.

h) Check the box “Do not show certificates that have been revoked”.
i) Click Find
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System

rollment Renewal evocation Retrieval

List certificates . List Certificates

Use this form to list certificates whose serial numbers fall within a specified range,
rch

Import GA Enter a range of serial numbers in hexadecimal form {starting with Ox, as in the certificate list) or in decimal form.
Certificate

Chain Lowest serial number g Br limit)
Import Highest serial number (\eave blank fol er limit)

Certificate
Revocation List

Do not show certificates that have been revoked

> Do not show certificates that have expired or are not yet valid

1
> st records -

j) Search Results page will appear
k) Click Details.

Certificate Manager
System

‘,.‘" Enroliment enewal Revocation Retrieval

List certificates Search Results

Issuer: CN=]ITC DoD PKI Class 3 ID CA,OU=PKI,OU=DoD,0=U.5. Government,C=US

Total number of records found: 1

Serial number Subject name
0x000001f3 CM=pkichasn,spawar.navy.mil, OU=USN OUN=PKI OLN=D0D, O0=US Government, L=, 5T=, C=US

Yersion Subject public key algorithm
PKCS #1 RSA with 1024-hit key

Mot valid before Mot walid after
11/3/2000 11/3/2003
Issued on Issued by

11/3/2000 RA.Jensen. Anthony.D.9201000010




I) A Certificate Contents Page will appear.

\ \ \ Retrieval\
List certificates  Certificate 0x01f3

Certificate contents

Certificate:
Data:
Version: w3
Serial MNuwber: Ox1F3
Signature Algorithm: SHAlwithRSA - 1.2.840.113545.1.1.5
Issuer: CN=JITC DoD PKI Class 3 ID CA,QU=FEKI,0U=DoD,0=U.5. Government,C=U3
Validity:
Not EBefore: Friday, November 3, Z000 12:26:53 PM
Hot After: Monday, November 3, 2003 12:26:53 PM
Subject: CN=pkichasn.spawvar.navy.mil, OQU=USN OUV=PKI OU\=DOD,0=U% Govermment,L=,3T=,C=U3
Subject Public Eey Info:
Algorithw: RSA - 1.2.640.113549.1.1.1
Public Key:
30:51:89:02:51:581:00: AC:CE:11:80:90:73:1F:C5:7D:
B9:
AE:
56
9E:

m) Scroll down until “Installing this certificate in a server”.
n) Highlight and copy the Base-64 encoding starting with and including --
Begin Certificate----- and ending with the -----End Certificate-----.
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List Certificates Installing this certificate in a server

The following format can be used to install this certificate into a Netscape server,
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Copy the selection and put it on the clipbaard




o) Open Notepad.
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p) sdsdsd
q) Paste the text copied from above to the notepad window. Click File|Save
As.

B Untitled - Notepad
Edit Seach Help

Hew RTIFICATE----- =]
Open... wIBAQICAfHwDQYJK0oZ ThucHAQEFBAwaDELMARGAT1UEBhHCUUH:
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psamdvHJ6vevk25b0FiBMA4GATUdDWEB/wQEAWIFoDCBswYDVRBFBIGrMIGOHIGL
0IGioIGFhoGebGRhcDoVL 21KZHMubml BLMRpc2EubW1sL2NuJ THRSK1UQyUyHERY
RCUYMFBLSSUYMENSY XMz JT IwMYUYHELEJT [w) BE1MMHvdSUZZFBLSSUYY291JTHR
REGEJTJibylzZFUulyklHjBHb3Z1cmS t2WS BT j¥yllzZFUTP2N1cnRpZnl §¥5R1
cmU2b2HhdG1ly pc307¥ymlu¥xJs 1UdIwQYHBaAF0JHYKouDB1lvl1pBsZsd
WBMOGECAMBYGA1UMIAQPMABWC WY JYIZIAWUCAQSFHIGGEQNVHRIEFZB?hntsZGFw
0iBvaWRkcySuakQuZBGlzYS5takuwuY241HZRKSURDJTIWRGYEJT IWUELJITIw]2xh
c3MIMjAZJTIWSUOLIMjBDQSUYY291JTHNRUELJJTJjbIULHZRED BQ1HNNUJTHNRUSST
LiUyMEdvdmUybm11bnQ1MmN]JTHRKUUHWD QY JKoZ IhvcHAQEFBOAPGYEAEQLhZS7K
B+D/F4jgtymlokf30dBJOHLFnqo j8 jgt TH3f1lza+8WubZXUu5DelnhHsHggKGOCT
FSS1AGE/ FTYxdHANCHjmBeJQQJeT7pHrcmqoMEAQFJ+CFXEBXZZD5FulJuvlgzsD
znIt8pFmgsW16DgP+hUMzA4QGAeF1GRrg3L=

————— END CERTIFICATE-----|




r) Select Desktop in the “Save in:” drop down box.
s) For filename, use the name SERVCERT.txt. (pkitempcert.txt was only an

example)
t) Click Save.
Save As |
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by Computer
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——— > File name: kaitempcert.t:-:t Save

Save as ype: ITE:-:tDu:u:uments [ bat] j Cancel |
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Installing the DoD PKI Certificate in ISS 5.0

You will need to start the Internet Services Manager. Click the Start button, point at
Programs, and then point at Administrative Tools. From the menu, click Internet
Services Manager. The web site Properties page will display.

1. Click on Directory Security tab.

Default Web Site Properties 2=l
Diirectary S ecurity HTTF Headersz I Cuztam Ermors I
erver Extenzions | Server Extenzions 2002 I

'web Site I Operators I Performance I 154P Filters I Home Directony | D'ocuments
Weh Site |dentification

Dezcription:

|P &ddress: I[.-'i'«ll Unazsigned) j Advanced... |
ICP Part; IBD 551 Bart: I

B Connections

2. Click on Server Certificate.

Default Web Site Properties 2x|

Server Extensions I Server Extensions 2002
YWeh Site | Operators | Perfarmance I 1SAPI Filters I Harme Directaony I Dacuments
Directory Security | HTTP Headers I Custamn Errors

—Anohymous access and authentication contral

Enable anormymous acceszs and edit the
w althentication methods for this resource.

—IP addresz and domain name restictions

@ Grant or deny access o thig resource using

IP addrezses or intemet damain names.
Edit... |

— Secure communications
Require zecure communications and B Cetficat >
enable client certificates when this SR (LSS, ]
IesoUrce i accessed, : .
Yiew Certificate...
Edit... |

k. Cancel | Apply | Help |




3. The Welcome to the Web Server Certificate Wizard page will display. Click
on Next.

Welcome to the Web Server Certificate Wizard. il

Welcome to the Web Server
Certificate Wizard

Thiz wizard helps pou create and administer zerver
certificates used in secure Web communications
bebween pour zerver and a client.

Statug of your Web server:

You have a pending certificate request. Certificate
Wizard will help you to process the responze from a
Certification Autharity or to remove this pending
request,

To continue, click Mexst.

< Back

Cancel |

4. Click Process the pending request and install the certificate. Click on Next.

115 Certificate Wizard

Pending Certificate Hequest

A pending certificate request is a request to which the certification
authority has not pet rezponded.

A certificate request iz pending. what would vou like to do®?

f* Process the pending request and inzstall the certificate

" Delete The pa

< Back hﬂeml Cancel




5. Enter the file name and path of the certificate you saved in the previous section.
Or, you may click Browse to find the certificate. Click Next to display the
Certificate Summary screen.

****NQOTE: If changes need to be made, click Back as many screens as needed and
make the necessary changes. Click Next as many times as needed to return to this
screen.

IIS Cetrtificate Wizard

Certificate Summary
You have chosen o install a certificate from a responise file.

To inztall the following certificate, click Mest.
File narne: C:ADocuments and Settingshadministratoribdy O, \servencert. bt

Certific:ate details:

lzsued To vy basename. nawy. mil
lzsued By Thawte Test Cé4 Root
Expiration D ate 8/24/20M

Intended Purpoze Server Authentication
Friendly Mame Default wWeb Site
Country / Region s

Qrganization LS. Government
Organizational Linit USHPEID oD

6. The Completing the Web Server Certificate Wizard screen will display. Click
on Finish.

115 Certificate Wizard a x|
Completing the Web Server
Certificate Wizard

You have successfully completed the 'wieb Server
Certificate wizard.

A cetificate iz now inztalled on this server.

IF pou need to renew, replace, or delete the certificate in the
future, you can uze the wizard again.

To cloze thiz wizard, click Finish.

< Back




7. You will be returned to the Edit Secure Communications screen. Click the Edit

button.
Default Web Site Properties x|
Server Ertenzions I Server Extensions 2002
Wweh Site | Operatars | Performance I |SAPI Filters I Home Directory I Documents
Directary Security | HTTP Headers I Custom Erars

—Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource.

—IF addrezs and domain name restictions

@ Grant or deny access to this resource using

IP addresses or internat domain names.
Edit... |

— Secure communications

Require secure communications and 5 Cortifioat
enable client certificates when this SR LB

resoulce is accessed.

Wiew Certificate. .

)4 | Cancel | Spply | Help |

8. Click the Require Secure Channel (SSL) box. Also, click Require 128-bit
encryption. Verify that the Ignore Client Certificates button is selected and
then click OK.

**¥*NOTE: In the DoD implementation, 128-bit encryption algorithms are required.

Secure Communications

> v Bequie secure channel [S5L
Hmm 128-bit encroption

— Client certificatez

Ei»: :' lgnore client certificates >

" Require client certificates

[~ Enable client cerificate mapping

Client certificates can be mapped to Windows user

accountz. This allows acces: contral to resources Edi
uzing clent certificates. dit....

[ Enable certificate tust st

Lurrent CTL: I j

New. | Edi. |

" Cancel | Help |




9. The Administration Web Site Properties dialog box appears. Click the Web
Site tab.

Default Web Site Properties 2|

“Web Site | Operatars I Perfarmarce I |S4P| Filkers I Harme Directary I Daocuments
Server Extensions Server Extenzions 2002
Diirectary Security | HTTF Headers I Cusztorn Enors

—Anonymous access and authentication control

! ; Enable anonymous access and edit the

authentication methods for thiz resource. Edit... |

— IP address and domain name restrictions

Grant or deny access ba this resounce wsing
IP addrezses or intermet domain nanmes.

10. In the SSL Port field, make sure the number 443 is displayed. You may assign
any port number, but port 443 is the default port number for SSL
communications. Click OK. Close the Internet Information Manager. At this
point, the web server is SSL-enabled. You may test whether SSL has been
activated.

Default Web Site Properties ed
Server Extenzions I Server Eutenzions 2002
Directory Security I HTTF Headers I Cuztom Errors

web Site | Operators I Perfarmance I |54 Filters I Haome Directory I Documents
—'wieb Site |dentification

Dezcrption: Diefault wieb Site

|P Address: [ Unassigned) x| Advanced.. |
TCF Paort: IE”:' S5L Fort:  |443

— Connechions
i |Inlimited
£ Limited To: I 1.000 | connections
Connection TimeoLt; 900 zeconds

¥ HTTF Keep-tlives Enabled

—Iv Enable Logging

Active log format;

IWEE Esterded Log File Farmat j Froperties. .. |

| QF. I Cancel | Apply | Help




Installing Root Certificate

The final step of the process is to install the Root Authority Certificate onto the Microsoft
Certificate Store on the server the web server presides.

Go to https://infosec.navy.mil/NEWPKI/pki_tip.html and follow the instructions for
installing all DoD Root Authorities, this is done by use of the Install Root Application.

43 public Key Infrastructure - Microsoft Internet Explorer provided by SPAWARSYSCEN Charleston =2

JFiIe Edit Wiew Favorites Tools  Help ﬁ

J daBack v = - (D 7at | Qizearch (G Favorites  {HHistory ‘ B-S M- Lo}
Jnddress I@ hittps:ffinfosec. navy. mil MEWPKI pki_tip . html j PGD H“”ks 2

SPAWAR  soece o
. / Naval Warfare -4 =
: e Rt |
’ INTEGRATED INFORNMATION SYSTEMS TO.THE FLEET

PHKI Users Tips and Tricks

Install Root is a program you can use to install your root certificates into Microsoft

Fight click the Install Root link and select "Save Link/Target 435" to download this program to your computer or click the link
and choose "Save This Program to Disk".

Cnce you have downloaded the program to your computer double click the executable and a message should pop up telling you
the roots have been successfully installed

Check the roots by opening Internet Explorer
- Click Tools/Internet Options/Content/Certificates

- You should see the roots you just mstalled under the Intermediate Certification Authonbies and Trusted Root Certification
Authorities tabs.
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